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Today's Session

What we'll cover

The Problem =7 =<
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Why Identity Center visibility is broken today

Security Design =¢t 47
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Risk scoring, built-in controls, least-privilege
IAM
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What to take away for your own org
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The Solution zz4 712

Dashboard overview — 4 tabs, architecture,
cost

Live Demo =0/= o=

Assignments - Permission Sets - Security -
Audit Trail

Q&A zosw

Open floor — architecture, code, or anything
else



Open-source, community-driven

Created by Alfred Koh
Senior Manager, Identity Security - Crypto.com

What I'm presenting today

. Deployed the project in my own AWS environment
. Built and configured the PoC demo you'll see today
. Walking through the architecture, security design, and lessons learned

github.com/alfredkzr/aws-iam-identity-center-security-governance-dashboard
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"Who has access to what across
your AWS Organization?"

No native visibility 1[0|E[= 7FA|4 ST

No unified view of SSO assignments across 100+
accounts — you'd have to click through every account
EVEINA

No audit trail without heavy setup ZAf =%

al

Tracking who assigned access requires complex
CloudTrail queries — no security-focused view exists.

Risky permission sets go
undetected = HH ME D|EX]|

Overly pemissive policies accumulate silently over time
with no automated alerting or risk scoring.

Compliance reporting is manual ==
HIZBIO|OIA BT

Auditors need access evidence. Manual CSV exports
from the Console can't scale.



The Solution - =5 M

Four views, one dashboard
stLte| CHAIRE, 1| 7HR| &

Full-org SSO crawl across
all accounts

Search & filter by principal,
account, permission set

Access heatmap
visualization

Historical snapshots
Export to CSV or PDF

All permission sets with
provisioned count

AWS & customer managed
policy labels

Inline policy viewer with
syntax highlighting

Session duration &
boundary visibility

Resizable columns

Risk scoring: Critical / High
/ Medium / None

Based on CIS & Rhino
Security research

Flags dangerous policies
automatically

Custom rule editor — add /
edit / delete

Export risk policies to CSV
or PDF

CloudTrail-powered
change history

Tracks assignment &
permission set changes

Filter by date range, event
type, actor

Full CloudTrail JSON
details

Who assigned access —
with timestamps



Architecture - O}7|ElX

Serverless — zero fixed costs

MHE|A — 17 H|E Bl&

. 1 List Accounts ¢ «'—’.
{ AP calls
. ‘ . 1AM Igantiy
. 5 . g | : i
e 2 Crawl Assignments '
o ! !

3 Craw! Permission Sets

€3 Chakin



Layer1 - 145 - =%

Ingestion pipeline

Crawling 100+ accounts in parallel

— —
ListAccounts CrawlAccounts CrawlPermissionSets
Organizations AP lists all ACTIVE Distributed Map fans out — 1 Single Lambda collects all PS configs
) Lambda per account, writes CSV to :
accounts in the org 33 and evaluates risk rules
. Step Functions Distributed Map — built-in fan-out with MaxConcurrency control

. Python 3.12 ARM64 (Graviton2) — boto3 only, zero pip dependencies
. Adaptive retry mode — exponential backoff handles API throttling



Layer 2

Data lake

Partition Projection

/assignments
/snapshot_date=2026-03-15
1111113111131 .csv

. Glue Catalog defines table schema (no ETL jobs)

222222222222 .CSV . projection.snapshot_date.type = date
/permission_sets . projection.snapshot_date.range = 2024-01-01,NOW
/Sggﬁzzzzzgit;igzi;gi_15 . Athena calculates S3 paths mathematically
- . Zero cost — no Glue Crawlers needed

Inventory @ Athena Results ® Cache Frontend



Layer 3 - 3745 - =i g O]
Presentation layer
= FE o] AF

CloudFront as your APl Gateway

CloudFront + S3 Origin Access Control OIDC Authentication
Eae:ec(; ?(I:?:e_r\//f d gISOBba/IEI]y..*Path- SigV4 signing to both S3 and Lambda. Okta / Azure AD / Google Workspace.
P uting: /= =3, fapi — Neither origin is publicly accessible. Authorization Code + PKCE (S256)

SPA Routing Cache-First Strategy

Custom error responses: 403/404 — /index.html. Enables

S3 cache (1h TTL) — sub-second response. Miss: Athena
React client-side routing.

query (2-5s), write to cache.



ol Bt AT

| My

44 built-in rules, two rule types

4470 W A, £ 7K 3A 9

CRITICAL A
zt
3rules

HIGH =3

25 rules

MEDIUM =<zt

16 rules

LOW %5
No flags

* ** AdministratorAccess

IAM escalation, audit evasion

Service wildcards, secrets access

No flagged patterns detected

managed_policy_name

"AdministratorAccess" -» critical
"PowerUserAccess" - high
"*FullAccess" - medium

inline policy action

"X oor "¥:x¥" 5 cpitical
"iam:PassRole" - high (priv esc)
"cloudtrail:StopLogging"” » high (evasion)



Audit Trail

Who changed what, and when?

Problem: Identity Center APIs don't tell you who made changes. No built-in attribution.

— — — —
Org CloudTrail S3 Logs Glue Table Athena Query Identity Resolution
(already exists) (Partition Projection) (SSO events)
. 19 SSO event types tracked (Create AccountAssignment, UpdatePermissionSet, etc.)
. Resolves deleted entities: historical snapshots + Identity Store API fallback

. Attribution enrichment: maps CloudTrail userldentity to human-readable names



FinOps

What does it actually cost?

Small Medium Large

20 accounts - 4 crawls/day 100 accounts - 4 crawls/day 500 accounts - 4 crawls/day

~$0.1 O/month ~$0.50/month ~$2.75/month

Most small-to-medium deployments fall within the AWS Free Tier.

Technology Stack

React 18 Python 3.12 Terraform 2 1.5 Amazon Athena Step Functions



Assignments

Search for a user — see
every account they can
access

Live Demo

2fO|E 42

2 3 4

Heatmap Security Risk Custom Rules

Spot accounts with too
many principals on
powerful PS

Watch the risk engine Add a banned policy rule
flag AdministratorAccess — live, no redeploy

Audit Trail

Who made access
changes and when —
CloudTrail



Key Takeaways - -

Serverless is the right model for governance tooling
Aud2 ER0lE Me{2| A7} e L
No EC2, no RDS, no NAT Gateway. Step Functions + Lambda + Athena at near-zero cost.

Risk scoring should be configurable, not hardcoded
e = o230l ot 48 7hsslof g ct
Every org has different risk appetite. The rule engine lets you define your own pattems.

Access visibility is a prerequisite for Zero Trust
UM A 7IAE2 HZE ERAEQ| HA =HYLICE
You can't enforce least privilege if you can't see what's assigned.

CloudTrail + Athena = free, scalable audit trail
CloudTrail + Athena = £E £ 2% 7158 ZAl =5
No SIEM required. Org CloudTrail logs already exist — Athena queries them for cents.

laC-first means reproducibility for free
ALY ogt(aC)s F& MALS HSSLCH
One terraform apply. Fork the repo and deploy in 5 minutes.



Remember that question?

1 EES 790 L ?

"Who has access to what across your AWS Organization?"

Now your security team opens one page, sees every assignment across every account, and the
risk engine has already flagged the violations. The audit trail shows exactly who made each
change and when.

Deploy in 5§ minutes. The code is open source.



Thank you I:inkedln .GitHub

Stevenson Koo

linkedin.com/in/stevenson -k github.com/alfredkzr/
aws-iam-identity-center-

.
Questlons? security-governance -dashboard
H
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